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Who are we?

Willem Toorop
Developer @ c NLNETLABS
Loves doing Hackathons

Internet measurements with RIPE Atlas
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Jasper den Hertog

Developer @ @ RIPE NCC

RIPE NETWORK COORDINATION CENTRE

Loves doing Hackathons

Internet measurements with RIPE Atlas



What is/What does NLNETLABS

* Objective:

- To develop Open Source Software and
Open Standards for the benefit of the Internet,
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What is/What does RIPE NCC

RIPE NETWORK COORDINATION CENTRE

* Regional Internet Registry for Europe,
the Middle East and parts of Central Asia

Bl AfriNIC
Bl APNIC
Bl ARIN
B LACNIC
RIPE NCC




Measuring DNS and DoH
Topics & motivation

* Current trend is DNS resolvers moving to cloud

LSSl o

Google 9
¢ 8888 9999 1111

* Not just with the network or user’s consent



Measu i doh - willem@nlnetlabs.nl

[ Get Messages v /" Write CJChat /R Address Book O Tag v | ¥ Quick Filter =
o % A% &D U n
t % @ ee From ¢ Subject Date A B
e Mark Delany > [Doh] Clarification for a newbie D... 18-04-19 09:12
Eric Rescorla v [Doh] Morzilla's plans re: DoH 27-03-19 10:16

Matthew Pounsett Re: [Doh] Mozilla's plans re: ...  27-03-19 11:18

e Currenttrend is DNS res - auit v ai su so s

From Eric Rescorla <ekr@rtfm.com> f¢

Subject Re: [Doh] Mozilla's plans re: DoH 27-03-19 10:24
To DoH WG <doh@ietf.org> %
¥ This message may be a scam. X

With that problem statement, here are our plans:

We have implemented DNS over HTTPS [RFC8484] and would like to

O e deploy it by default for our users. We intend to select a set of
Trusted Recursive Resolvers (TRRs) that we will use for DoH
resolution. TRRs will be required to conform to a specific set of

Y 8 8 8 8 9 9 9 9 1 1 1 1 policies intended to protect user privacy. We're still refining the

. . . . . . . . . final policy but we expect it to roughly match the one that Cloudflare
has already agreed to use
(https://developers.cloudflare.com/1.1.1.1/commitment-to-privacy/).While
we expect the initial set of TRRs to be small, we're interested in
adding new providers who are able to comply with these policies.

The precise details of the user interface are TBD, but we expect
something like the following:

[ N Ot u St Wlth th e n etWO rk 1. Copies of Firefox will be configured with a set of TRRs. Different
/ regions may have different TRR sets or different defaults. In addition
we may have DoH/TRR on by default in some regions and not others,
especially initially.

* HOW? WHY?




Privacy

March 2011: I-D
Privacy Considerations
for Internet Protocols

June 2013: Snowden Revelations
Morecowbell

July 2013 : RFC6973
Privacy Considerations
for Internet Protocols

May 2014 : RFC7258
Pervasive Monitoring
IS an Attack

¥ © (CCBY 3.0) Laura


https://cryptome.org/2015/01/nsa-morecowbell.htm

Encryption
Everywhere

S pevelations
Morecowbell

July 2013 : RFC6973
Privacy Considerations
for Internet Protocols

May 2014: RFC7258
Pervasive Monitoring
IS an Attack

¥ © (CCBY 3.0) Laura


https://cryptome.org/2015/01/nsa-morecowbell.htm

Privacy

Traffic
size
>
K Timi ng
e patterns

* NSA's Morecowbell on DNS based pervasive monitoring system

Leaky Boat van DKG


https://www.tijd.be/politiek-economie/internationaal-algemeen/NSA-bespiedt-stiekem-duizenden-websites/9592261

Encryption
Everywhere

cols
/

May Z5u. )

Pervasive Monitoring
Is an Attack

May 2016: RFC7858
DNS-over-TLS (DoT)

October 2018: RFC8484
DNS-over-HTTPS (DoH)

el © (CC BY 3.0) Laura



DNS Measurements Hackathon Track
Topics and motivation

 How would centralized cloud provided DNS resolvers
Impact Internet in the African region?

* Does It have performance implications?
* Does it have other implications? (Political?)

* |s it beneficial and achievable to provide
ocal DoT or DoH resolvers?

e How can this best be achieved/realized?



Measuring DNS and DoH
Topics and motivation

Optimal DNS Latency
- Compare latency of probes resolvers to cloud resolvers

Resolver Jedi

- How local are probe resolvers?
Do they cross country borders?

Run your own DoH and/or DoT server
- Howto and evaluation of different possibilities

DoH with DNS Messages in JSON
- Provide DoH which is actually usable for applications



Measuring DNS and DoH
Preperation

* A not so short introduction to DNS
- why Is It the way It IS
- where did it came from and
- how did it evolve In response to what



Name Space on the Internet

= =

* Finding IP addresses

- Start with a domain name
(human form)

- Translating to an IP address
(machine form)

~5.%y/< « What is the IP address of
.. /=% Internetsummit.africa?
- Client asks server
- Server responds with answer

- ... case closed?



Name Space on the Internet

NCP (Network Control Program)
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Namespace on the Internet
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Name Spaces on the Internet

* 1 January 1983 NCP - IP/TCP
flagday

e max 256 - max 4.294.967.296 hosts
* November 1983 DNS (RFC 882)

Domain Name System

e November 1987 STD13
(RFC 1034 & RFC 1035)

Paul Mockapetis =© CC BY-SA 4.0 by Oscured  Firstimplementation: https://www.hactrn.net/hacks/jeeves/


https://commons.wikimedia.org/wiki/File:Paul-mockapetris.jpg
https://www.hactrn.net/hacks/jeeves/

Domain Name Space - scale

.ug

. 13 root servers




Domain Name Space - scale

Map of the Root Servers

Map from 2001
/




Domain Name Space - scale
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Domain Name Space - scale
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Domain Name System - scale

www. afrinic.net A Authoritatives

ﬁzsoo NS k.gtld-servers.net

md-servers.net 172800 A 192.52.178.30

%t i
[ net |
'/%. net 172800 NS nsl.afrinic.net
nsl.afrinic.net 172800 A 196.216.2.1

www.afrinic.net A

[Application\

www.afrinic.net A CaChing

Stub | 4 | Recursive
getaddrinfo ()
‘\J Resolver

\ OS j www.afrinic.net 7200 A 196.216.2.6

[ afrinic.net ]

www.afrinic.net 7200 A 196.216.2.6



Domain Name System - scale

e UDP = No State on authoritatives

 Caching Recursive Resolvers:
- Reduce load to authoritatives

- Reduce latency to stub

[Application\

\_

www.afrinic.net A CaChing
Stub R Recursive
getaddrinfo ()
‘\J Resolver

OS )

www.afrinic.net 7200 A 196.216.2.6

f

TTL

Authoritatives

www.afrinic.net A

ﬁzsoo NS k.gtld-servers.net

md-servers.net 172800 A 192.52.178.30

%t i
[ net |
'/%. net 172800 NS nsl.afrinic.net
nsl.afrinic.net 172800 A 196.216.2.1

www.afrinic.net A

[ afrinic.net ]

www.afrinic.net 7200 A 196.216.2.6



Domain Name System - security

 Random bits (65.536 query ID * source ports) &
Caching as security mechanism

* DNS Security Extensions (DNSSEC) *
1997 (RFC 2065) ... 2008 (RFC 5155) wa.afrinic.net 4 Authoritatives

ﬁ%% NS k.gtld-servers.net

md-servers.net 172800 A 192.52.178.30

\w-{e“
[ net |

afrinic.net 172800 NS nsl.afrinic.net
\Qic.net 172800 A 196.216.2.1

[Application\

www.afrinic.net A CaChing
Stub R Recursive
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‘\J Resolver

\ OS j www.afrinic.net 7200 A 196.216.2.6
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66,
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Domain Name Systes

* Random bits (6 MVCIAINEP™ TT| saves you?!?
Caching as gi#" ighanisi o s :
> - | don’t think so...

* DNS Secur* ONSES
1997 (RFC v ~ JC 5155) N .
[Appllcatlonw ‘ ﬁ%@@ NS k. .gtld servers.net
4 i hlng ’k/gtld servers.net 172800 A 192.52.178.30 N
Stub ursive

getaddrinfo ~
esolver

%f :
|
\ net

afrinic.net 172800 NS nsl.afri“nic.netr
nsl.afrinic.net 172800 A 196.216.2.1

www.afrinic.net A

00 A 196.216.2.6

afrinic.net |

4 rinic.net 7200 A 196.216. 2 6
“16 VN Vi
‘6.6



Domain Name System - security

qwerasdf.afrinic.net A Authoritatives

’/-/netUZSOO NS k.gtld-servers
k.gtld-servers.net 172800 A 192.52.178.30

werasdf.afrinic.net A

/Application\

www.afrinic.net A CaChing

Stub 4 | Recursive
getaddrinfo ()
‘v Resolver

\ OS / www.afrinic.net 666666 A 1.6.6.6 | afrinic.net 666666 NS www.afrinic.net
www.afrinic.net 666666 A 1.6.6.6

—

.afrinic.net

gwerasdf.afrinic.net 666666 A 1.6.6.6



Domain Name System - security

# Bits

16

26

34

44

50% chance
10 seconds
2.8 hours

28 days

288444 days

5% chance
1 second
17 minute
2.8 days

2844.4 days

Method

Query ID

1024 source ports

All source ports
+ 2 bits server selection

0x20 hack



Domain Name System - security

* Help with spoofing DNS responses

Fragmentation Considered Poisonous

Amir Herzberg' and Haya Shulman*
Dept. of Computer Science, Bar Ilan University
Tamirherzberg @ gmail.com, *haya.shulman @ gmail.com

Abstract sary that is able to send spoofed packets (but not to inter-
\ . . cept, modify or block packets). The most well known
ent practical poisoning and name-server block- . . , . .
is Kaminsky’s DNS poisoning attack [21], which was
on standard DNS resolvers, by off-path, . . . .
_ . . exceedingly effective against many resolvers at the time
awersaries.  Our attacks exploit large DNS . ,
o . (2008). Kaminsky’s attack, and most other known DNS
ause IP fragmentation; such long re- Lo
. . poisoning attacks, allows the attacker to cause resolvers
singly common, mainly due to the use .y . .
to provide incorrect (poisoned) responses to DNS queries
of the clients, and thereby ‘hijack’ a domain name. We

oo s e WL e o o T U TY Ly oy gy TSNATO L



Domain Name System - security

Offsets
Octet
0
4
8

12

16

20

24

28

Octet
B
0
52
64
%
128
160
152
224
256
288
320
352
384
416

it

* Help with spoofing DNS responses

attacker ICMP frag needed— authoritative

0 1 2 3
0123456 7 8 91011121314151617 18 19 20 21 22 23 24 25 26 27 28 29 30 31
va IHL =20 TOS Total Length = 56
IPID X DF MF Frag Offset e
TTL Protocol = 1 IP Header Checksum %
Source IP = 6.6.6.6
Destination IP = 2.2.2.2
Type=3 Code = 4 ICMP Checksum 52
Unused MTU = 100 ®°
v4 IHL =20 TOS Total Length = 76 )
IPID X DF MF Frag Offset I
TTL Protocol = 17 IP Header Checksum %
Source IP =2.2.2.2 -
Destination IP =7.7.7.7
Source Port = 53 Destination Port = 12345 s
Length = 56 UDP Checksum =0 %ﬂ

Narios, where DNSSEC is partially or

POISOINYE ALdCKS, d1IIOWS LIC dlLdCKET L0 Cduse resoivers
to provide incorrect (poisoned) responses to DNS queries
of the clients, and thereby ‘hijack’ a domain name. We

oy ey e FNATO L
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Domain Name System - security

Help with spoofing DNS responses

e 2e
|¢ fragment fragment
authoritative = resolver attacker — resolver
Offsets  Octet 0 1 2 3 Offsets Octet 0 il 2 3
Ooctet Bt 0 1 23 45 6 7 8 9 101112 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 Octet Bt 0 1 2 3 4 56 7 8 9101112131415 16/17 18 19 20 212223 2425 26 27 28 29 30 31
0 0 v4 IHL = 20 TOS Total Length = 85 lti 0 0 v4 IHL =20 TOS Total Length = 85
4 | R IPID = 23456 X DF MF Frag Offset = 0 5 4 || & IPID = 23456 X DF MF Frag Offset = 48
]
8 64 TTL Protocol = 17 IP Header Checksum :-j_ 8 64 TTL Protocol = 17 IP Header Checksum
12 % Source IP =2.2.2.2 £ H D 9% Source IP = 2.2.2.2
16 128 Destination IP = 7.7.7.7 | 16 128 Destination IP =7.7.7.7
0 160 Source Port = 53 Destination Port = 12345 25 B » | w Data Length = 4 IPv4 Address
24 192 Length = 65 UDP Checksum = Ox14de a @é 24 192 =2.2.2.2 Name =0 Type
28 24 TXID = 76543 QR Opcode=0 AATCRDRA  Z ReobE=0 | 28 24 = OPT UDP Payload Size = 4096 EXTENDED-RCODE = 0
32 256 Question Count =1 Answer Record Count = 1 gﬁ 32 256 Version = 0 DO 7z Data Length
o
36 288 Authority Record Count = 0 Additional Record Count = 1 A 36 288 =0
40 320 4 m a i " "
PR | i i ﬁg sary that is able to send spoofed packets (but not to inter-
. 5% cept, modify or block packets). The most well known
8 334 c t 2 i 55 server block- . ) , .. .
= A - 5 Type <A 5 by off-patl is Kaminsky’s DNS poisoning attack [21], which was
= off-path, . . . .
; 2 P exceedingly effective against many resolvers at the time
56 448 Class =IN Name (Pointer) v 1t large DNS ] ,
5 23 (2008). Kaminsky’s attack, and most other known DNS
Type = A 22 juch long re- Lo
se poisoning attacks, allows the attacker to cause resolvers

due to the use s . .
to provide incorrect (poisoned) responses to DNS queries
of the clients, and thereby ‘hljack’ a domain name. We

1. _ _ TZYATOC . >

108, where DNSSEC is partially or
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Domain Name System - security

bits 50% chance 5% chance Method

2 0 seconds 0 seconds : :
2 bits server selection

5 0 seconds 0 seconds IP ID



Domain Name System - security

bits 50% chance 5% chance Method

: 0 seconds 0 seconds 2 bits server selection

5 0 seconds 0 seconds IP ID

69 2,928,370,544 year 292,837,054 year |IPv6 /64 source address



Domain Name System - security

* |t's not just spoofing

Spoofing
Spoofin Server & MITM
&pM|TMg\ VUInerab"ity waw. affrinic.net A Authoritatives
[Appllcatlon\ i ﬁzsoo NS k.gtld-s€ rs.net

’/k.Td-servers.net 172800 A 192.52.178.3

www.afrinic.net A

'/%. net 172800 NS nsl.afrinic.n
nsl.afrinic.net 172800 A 196.216.2.1

www.afrinic.net A

www.afrinic.net A CaChing

Stub | 4 | Recursive
getaddrinfo ()
‘\J Resolver

\ OS j www.afrinic.net 7200 A 196.216.2.6

[ afrinic.net

S9I131|IRJDUJNA JDAJDS

www.afrinic.net 7200 A 196.216.2.6



DNS Security Extensions (DNSSEC)

* end-to-end security on top of DNS

Metaphor




DNS Security Extensions (DNSSEC)
Chain of Trust

" Zones with distributed authority Ty onsKe
u - : ) et
Chain of trust follows delegations net DS/ + .org DS

-

" DNSKEY Public key of zone o DNSKEY
"DS Hash of DNSKEY hHHUQ
L signed by parent Y '

afrinic.net

kcca.go.ug



DNS Security Extensions (DNSSEC)
Validation

< . Server
pooting Vulnerability

& MITM : .
* afrinic.net A Authoritatives
n NS c
/Application\ ’/"iy

afrinic.net A ; ; net DNSKEY
Stub ﬁ Valldatlng afrinic.net A
getaddrinfo () Recursive | net DNSKEY
\A_J afrinic.net NS net
afrinic.ne Resolver

afrinic.net DS
\_ OS ) ~ ’

‘ afrinic.net DNSKEY
afrinic.net
afrinic.net DNSKEY;
afrinic.net A :




DNS Security Extensions (DNSSEC)
end-to-end validation

Authoritatives

afrinic.net A
_ _ \ afrinic.net A net NS
Application '/ngy
rb>— net DNSKEY
| t \ » DNSSEC- afrinic.net A
g ef_dﬂ& Y Aware | net DNSKEY et
‘ afrinic.net NS
W / H Resolver afrinic.net DS
afrinic.net DNSKEY afrinic.net DNSKEY
afrinic.net A afrinic.net A
- bangkok

afrinic.net DNSKEY
afrinic.net A -



DNS Security Extensions (DNSSEC)
does not protect against MITM

//

| AuthoritativeJ

Authoritative
net

Validation
Recursive

Authoritative )
afrinic.net

// / \\\\‘\
\ ) /
WehSrv [
[ ' /
\ \ ,/ o

/
//

resolver

/" Browser |\

(application)

stub o htte

N \
196.216.2.6 \
(ON)
\_ %




DNS Security Extensions (DNSSEC)
does not protect against MITM —TLS does!

- N N

~ / \
/ \\y/ / \
/ / \

| AuthoritativeJ N\

Authoritative
net

Validation
Recursive
resolver

[ Authoritative )
| afrinic.net \\

/~ Browser |\
WehSrv

(application)
https ] '

O \‘ \\
196.216.2.6 4
\_ o / < /\\ //,




DNS Security Extensions (DNSSEC)
still needed for/lfe/fe\rrals

N\
\

il ~ / \
/// \/ // \
Authoritative] \

Validation
Recursive
resolver

Authoritative
net

( Authoritative ]

\ 1.0
\ | afrinic.net

O MTA

(application)

stub

\__ >




DNSSEC for Applications
voor TLS

* Transport Layer Security (TLS) uses
both asymmetric and symmetric encryption

* A symmetric key Is sent encrypted with remote public key

 How is the remote public key authenticated?



TLS without DNSSEC
ﬁ/'—%-—\,LL\ * By the Certificate Authorities
In OS and/or browser

 Each CAIs authorized to
authenticate for any name
(weakest link problem)

* There are more than 1500 CAs
(in 2010, see https://www.eff.org/observatory)

Cartoon by Kloot



Cartoon by Kloot

Enter DANE-TLS ./

f‘*\f\

<oy /A
/I J, o

A>———_\_,_,  DNS-based

Authentication of
Named
Entities (RFC 6698)



DNS Security Extensions (DNSSEC)
end-to-end validation in practice

Authoritatives

/ Applicatie \ )

frinic.net A _ | |
yre -
geldﬂ& K\j [ResolverJ ?,? ?? ? | e net

\__»® 2?2 7
\ afrinic.net

afrinic.net A




DNS Security Extensions (DNSSEC)
end-to-end validation in practice

e Reduce load to authoritatives?

* Reduce latency to stub? f |
° Scaler) afrinic.net A Authoritatives

TR s 8
Applicatie _ netps
'/ net DNSKEY
afrinic.net A
net DNSKE
afrinic.net NS
afri

nic.net A
inic.net DNSKEY

net

\ oS /
afrinicrnet DNSKEY

afrinic.net A

afrri
afr

afrinic.net




DNS Security Extensions (DNSSEC)
consequence of UDP, worse with DNSSEC



https://www.eff.org/observatory
https://klootindustries.com/kloot/cartoons/how-dane-works/

Privacy

March 2011: I-D
Privacy Considerations
for Internet Protocols

June 2013: Snowden Revelations
Morecowbell

July 2013 : RFC6973
Privacy Considerations
for Internet Protocols

May 2014 : RFC7258
Pervasive Monitoring
IS an Attack

¥ © (CCBY 3.0) Laura
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Privacy
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* NSA's Morecowbell on DNS based pervasive monitoring system

Leaky Boat van DKG



* Minimize number of queries

Privacy issues with DNS

* Minimize data In queries

[Application\

Stub

getaddrinfo ()

N

www.afrinic.net A

AN,

www.afrinic.net 7200 A 196.216.2.6

[

Caching
Recursive
Resolver

J

Encryption

’k/gtld servers.net 172800 A 192.52.178.30

w‘%t :

www.afrinic.net A

afrinic.net |

www.ka\fkrinic.net 7200 A 196.216.2.6

~ Everywhere
L

atrinic.net 4 Authoritatives ¥
 www.afrinic.net A uthoritatives oS

‘MROO NS k.gtld-servers.net |

| net | |
'/’% net 172800 NS nsl.afrinic.net_
nsl.afrinic.net 172800 A 196.216.2.1



Privacy issues with DNS
minimize # queries — local root

?FC 7706 - auth-zone:
Running a Root Server
_Ocal {0 a ReSOIVer master: 192.33.4.12

master: 199.7.91.13
master: 192.5.5.241
master: 192.112.36.4

master: 193.0.14.129
master: 192.0.47.132
master: 192.0.32.132
fallback-enabled: yes
for-downstream: no
for-upstream: yes

"unbound.conf"




Privacy issues with DNS

minimize # queries — aggressive NSEC

* RFC8198 -
Aggressive NSEC

$ dig @k.root-servers.net snow. +norec +dnssec

;3 ->>HEADER<<- opcode: QUERY, rcode: NXDOMAIN, 1id:
;3 flags: qr aa ; QUERY: 1, ANSWER: O, AUTHORITY: 6
;5 QUESTION SECTION:

;5 snow. IN A

55 AUTHORITY SECTION:
sncf. 86400 IN NSEC so. NS DS RRSIG NSEC
sncf. 86400 IN RRSIG NSEC 8 1 86400 ..

86400 IN NSEC aaa. NS SOA RRSIG NSEC DNSKEY
86400 IN RRSIG NSEC 8 0 86400 ..

;3 Query time: 2 msec


https://cryptome.org/2015/01/nsa-morecowbell.htm

[ ITHI Metric M3

Privacy issues with DNS
minimize # queries — aggressive NSEC

»

< & @& https://ithi.privateoctopus.com/graph-m3.html w @
2 Apps s N @ O O B T @ Ogdns & OQstby » B & & X P B TH
months, and the "historical" minimum and maximum observed since the beginning of the measurements.
Metric As of Apr Past 3 Historic Historic
2019 months Low High
I L 70.31% 68.68% | 62.95%  70.75%
queries) (?)
M3.2 (% cacheable queries) (?) 25.89% 27.66% 25.44% 30.97%
Core (100% - M3.1 - M3.2) (?). 3.80% 3.66% 3.47% 6.77%



https://www.tijd.be/politiek-economie/internationaal-algemeen/NSA-bespiedt-stiekem-duizenden-websites/9592261

Privacy issues with DNS
minimize # queries — serve stale

* draft-ietf-dnsop-serve-stale

server:

. serve-expired: yes
° Prlvacy aSpeC’[ and/or serve-expired-ttl: 300
Performance aSpeCt serve-expired-ttl-reset: yes

"unbound.conf"




Privacy issues with DNS

minimize data in queries — ECS

e RFC7871 -
EDNS Client Subnet

(anti privacy!) www.iafrinic.net A Authoritatives

[Application\

ﬁzsoo NS k.gtld-servers.net

md-servers.net 172800 A 192.52.178.30

%M

\_

www.afrinic.net A CaChing
Stub R Recursive
getaddrinfo ()

‘\J Resolver

OS j www.afrinic.net 7200 A 196.216.2.6

net
'/%. net 172800 NS nsl.afrinic.net
nsl.afrinic.net 172800 A 196.216.2.1

www.afrinic.net A

[ afrinic.net ]

www.afrinic.net 7200 A 196.216.2.6



Probe/resolver pairs

Privacy issues with DNS

minimize data in queries — ECS

« RFC7871 -
EDNS Client Subnet
(anti privacy!)

/63
5000 1, WM /18
120
. 25
40001 mm /22
it MW
i /56
3000 4
/64
/24
2000 /32
Remaining (4.6%) AS30607 (0.4%)
B AS397212 (0.1%) AS7342 (4.3%)
1000 1 E AS7922 (0.1%) AS12552 (0.0%)
AS13335 (0.7%) AS36692 (9.5%)
o AS30060 (0.0%) AS15169 (80.5%)
TP A Tt Tt e B T s e e Ty U VR Y e S U VR P TPy SR P TP SR 0
Q"’Q0‘°°0'\'0(?’Do"’p'\,gp'\?’9\,’"’%\’06"()6”0Q"’S}cf’p0“’96\DQQ’DO"’Q«PQ'\,'\P'\:"DQVQQ"PQ“’QQ“Q
AV AV AV AV SV AV AV AV A aFaF WF W WY Y G YA Y A A AN WD
AT AR AR AR AR AR AR AR AR T AR TR AR AR AR AR AT AR AR AR AR AR AR AR A

DNSThought



Privacy issues with DNS
minimize data in queries — ECS priv.

« RFC/7871 -
l # EDNSO option for ECS client privacy
EDNS Cllent SUbnet # as described in Section 7.1.2 of
SeCtIOH 7 1 2 # https://tools.iletf.org/html/rfc7871
“ A SOURCE PREFIX-LENGTH value edns_client_subnet private : 1

of O means that the Recursive
Resolver MUST NOT add the
client's address information
to its queries. ”

o unbound respects this

* Google respects this "stubby.ynl”
« OpenDNS does not respect it g elallils




[Application\

Stub

getaddrinfo ()

\_

OS )

Privacy issues with DNS
minimize data in queries — gname min

 Without RFC7816 -
DNS Query Name
Minimisation

4 | Recursive
w Resolver

www.afrinic.net A L CaChing

1

www.afrinic.net 7200 A 196.216.2.6

www.afrinic.net A Authoritatives

‘MZSOO NS k.gtld-servers.net

md-servers.net 172800 A 192.52.178.30

%f A
[ net
’/%.net 172800 NS nsl.afrinic.net
nsl.afrinic.net 172800 A 196.216.2.1

www.afrinic.net A

afrinic.net ]

www.afrinic.net 7200 A 196.216.2.6


https://tools.ietf.org/html/draft-ietf-dnsop-serve-stale/

(Application\

Stub

getaddrinfo ()

\_

OS )

Privacy issues with DNS
minimize data in queries — gname min

e With RFC7816 -
DNS Query Name
Minimisation

R\ Recursive
‘\J Resolver

www.afrinic.net A L CaChing

1

www.afrinic.net 7200 A 196.216.2.6

net A Authoritatives

%2800 NS k.gtld-servers.net

A gtld-servers.net 172800 A 192.52.178.30

\w.‘net A
net
'/%.net 172800 NS nsl.afrinic.net
nsl.afrinic.net 172800 A 196.216.2.1

www.afrinic.net A

afrinic.net ]

www.afrinic.net 7200 A 196.216.2.6



Privacy issues with DNS
minimize data in queries — gname min

* RFC/7816 - DNS Query Name Minimisation
_— with 1790 probes
2500 4 Rer‘r\ammg
B Comcast Cable Communications, Inc.
Free SAS
. 2000 MW Liberty Global Operations B.V.
= BN Init Seven AG
j=
- OWVH Systems do not do (29.9%) bt
> 15007 Association "Gitoyen" ,_.r.*":‘"L
=
E Google Inc. __:;gw;_j%i"
I 1000 Versatel Deutschland GmbH - *j,iﬁ'-'_'“”#?
= CloudFlare, Inc. i T
o
500 -
G L] ] 1 1 L ] = I- = I.-. I- I I 1 L] ] 1 T L ' ] 1 1 L 1 L
S g S S S 3Y 37 & & S ¥ ¥ & & ¥ ¥ gr & §Y S g S & & DNS I hou ht
S EJHF O AN NV Y VS oY § P R Y A oY gV o o

**:IL’ *‘:" *:" '\:" '\:} “':'l *‘:\ '”‘:" "v%’ *‘SJ’ '\-%f *\-g "3{ “S{ "'F N%? '”‘v%’ *‘s«%’ *&‘H *‘y% ND'; "Eﬁ’ '\E:' "3;

O Y A A AT T O T 0T O 0T 0T 0T DT 0T 0T 0T 0T 0T 0T 00T R . 0
o e Pl Pl Pl P Pl e e Ve P e P vl e el e il vl ITHI: 20.6% measured at root


https://dnsthought.nlnetlabs.nl/does_ecs/#top_auth_asns
https://dnsthought.nlnetlabs.nl/

Privacy issues with DNS

Enéryption

- Everywhere minimize (data in) queries

MITM, s
Eavesdroppers

. 4

/Application\

net o Authoritati

%2800 NS k.gtld-servers.net\

’k/gtld servers.net 172800 A 192.52.178.30

\th A

afrinic.net 172800 NS nsl.afrinic.ne
nsl.afrinic.net 172800 A 196.216.2.1

www.afrinic.net A

www.afrinic.net A CaChing

Stub 4 | Recursive
getaddrinfo ()
‘\J Resolver

\ OS J www.afrinic.net 7200 A 196.216.2.6

net

afrinic.net

www.afrinic.net 7200 A 196.216.2.6




¢ Privacy issues with DNS
_Everywhere DNS over TLS (DoT)

’ R FC7 858 / RN Authoritative] \

" Encryption 1

|

Authoritative] &

net // \\\\

Validation ‘

Recursive Authoritative ] \

afrinic.net /

resolver ,/

/~ Browser \ //

(application) r

https ;
stub

\‘ OoS Y,




M Privacy issues with DNS

Everywhere DNS over TLS (DoT)

e \
- RFC8310 A &

ya X [Authorltatlve

~ 853._tcp.getdnsapi.net TLSA
‘ getdnsapi.net DNSKEY DS
net DNSKEY DS

Authoritative
x net

Authoritative
AUl afrinic.net
getdnsapT ZieT]
\

" DNSSEC
Recursive
resolver

/" Browser |\
(application)

stub

e \\
0OS https \




 Encryption 1 Privacy issues with DNS

L ” DNSover HTTPS (DoH)

» RFC8484 VY Y N

* + |mpossible to
detect / block

/~ Browser
(application)

[Authoritative]

\_ OS J : , \ [Authoritative] -

net

\\ - /{ Authoritative }

snow.net

///
S



https://ithi.privateoctopus.com/graph-m3.html
https://dnsthought.nlnetlabs.nl/does_ecs/#top_auth_asns
https://dnsthought.nlnetlabs.nl/

Pri

7 : y i doh - willem@nlnetlabs.nl

N ~ D N S [ Get Messages v /" Write CJChat /R Address Book O Tag v | ¥ QuickFilter || Q =
Everywhere | Q. coasc a

R
t & @ oo From ] Subject Date A B

¢ Mark Delany » [Doh] Clarification for a newbie D... 18-04-19 09:12
[ R F 4 4 Eric Rescorla v [Doh] Mozilla's plans re: DoH 27-03-19 10:16
Matthew Pounsett Re: [Doh] Mozilla's plans re: ... 27-03-19 11:18

o + I I I IpOSSI ble to € Reply @ Reply List v || ~ Forward || & Archive @ Junk @ Delete || More Vv

From Eric Rescorla <ekr@rtfm.com> ¥

d ete Ct / b I OC k . ne-\', B\ (ibject Re: [Doh] Mozilla's plans re: DoH 570319 10:24
o

x Enéryption

To DoH WG <doh@ietf.org>

¥ This message may be a scam. Preferences 4

196 . Zle With that problem statement, here are our plans:

Browser ’/ We have implemented DNS over HTTPS [RFC8484] and would like to
. . [ | deploy it by default for our users. We intend to select a set of
(appI|Cat|0n) “ Trusted Recursive Resolvers (TRRs) that we will use for DoH

| resolution. TRRs will be required to conform to a specific set of
\ policies intended to protect user privacy. We're still refining the
final policy but we expect it to roughly match the one that Cloudflare

1 96 . 21 6 . 2 . 6 has already agreed to use
(https://developers.cloudflare.com/1.1.1.1/commitment-to-privacy/).While
we expect the initial set of TRRs to be small, we're interested in

OS adding new providers who are able to comply with these policies.
\ J P i The precise details of the user interface are TBD, but we expect
‘ something like the following:

1. Copies of Firefox will be configured with a set of TRRs. Different
regions may have different TRR sets or different defaults. In addition
we may have DoH/TRR on by default in some regions and not others,
especially initially.

Cd Unread: 1985  Total: 2159




IR Privacy issues with DNS

L ” DNSover HTTPS (DoH)

» RFC8484 V7N

* + |mpossible to
detect / block

/~ Browser
(application)

[Authoritativel ‘

\_ OS - ) | | [Authoritative] L

net

| Authoritattve
~—{ J

snow.net

* Who configures | uses | determines DoH? =

/
%
!




DNS Measurements Hackathon Track
Topics and motivation

 How would centralized cloud provided DNS resolvers
Impact Internet in the African region?

* Does It have performance implications?
* Does it have other implications? (Political?)

* |s it beneficial and achievable to provide
ocal DoT or DoH resolvers?

e How can this best be achieved/realized?



Measuring DNS and DoH

Optimal DNS Latency 1 OPICS and motivation
— Compare latency of probes resolvers to cloud resolvers

Resolver Jedi

- How local are probe resolvers?
Do they cross country borders?

Run your own DoH and/or DoT server
- Howto and evaluation of different possibilities

DoH with DNS Messages in JSON
- Provide DoH which is actually usable for applications

Your ldea



Measuring DNS and DoH
Common resources

https://hackathon.internetsummitafrica.org/

Subscribe to Slack hackathon@AIS2019 workspace
#measuring-dns-and-doh channel Invite link

Linux command line available with VM on NUC

ssh to it with OpenSSH or
putty: https://www.chiark.greenend.org.uk/~sgtatham/putty/



Measuring DNS and DoH
Optimal DNS Latency

High level overview: - https://atlas.ripe.net/landing/about/

Webinar:

- https://www.ripe.net/support/training/webinars/webinar-
recordings/webinar-ripe-atlas

Documentation:
- https://atlas.ripe.net/docs/

Voucher for 5,000,000 credits!
Posted on the Slack channel.

- Thank you Lia! ¥



Measuring DNS and DoH
Optimal DNS Latency

* i1.root-servers.net A query measurementto 1.1.1.1,
8.8.8.8, 9.9.9.9 from Africa region probes made during
Internet Measurements Workshop last weekend

- 1.1.1.1 https://atlas.ripe.net/measurements/22015773/
- 8.8.8.8 https://atlas.ripe.net/measurements/22015800/
- 9.9.9.9 https://atlas.ripe.net/measurements/22015801/
— Local 1st https://atlas.ripe.net/measurements/22015822/

- Local 2n https://atlas.ripe.net/measurements/22015846/

* Reuse probes from earlier measurement



N Q@ O 4R H 11:07

Measurement #22015773 - RIPE Atlas — RIPE Network Coordination Centre - Chromium

& Measurement #2201577° X é WEbSiteS

€« C @ https;/atlas.ripe.net/measurements/22015773/#probes
30090 3/286 3/286 BN & Z019-Ub-1513:49Y SERVFAIL &
14968 3491 F & 2019-06-1513:49 SERVFAIL @ 27 3
50252 3243 3243 B & 2019-06-1513:49 NOERROR Tested Blocked Accessible
13788 42235 F & 2019-06-1513:49 SERVFAIL @
14316 3741 6939 B & 2019-061513:49 SERVFAIL
12465 3741 B & 2019-06-1513:49 SERVFAIL https://1111/dns-query?dns=
— aSt \ & qs0BAAABAAAAAAAAAId3dWdIeGFicG |
11620 29119 = & 2019-06-1513:49 NOERROR xIA2NVbQAAAQAB
13727 30619 F & 201906-1513:49 SERVFAIL
30726 34803 & & 2019-06-1513:49 NOERROR [ 5ureﬂ e http://www.algassam.ps/ !
26072 3352 = & 201906-1513:49 REFUSED B
32890 12479 = @ 2019-06-1513:49 NOERROR suren e I
32584 205775 206020 = & 2019-06-1513:49 NOERROR 0
50272 203641 = & 2019-06-1513:49 NOERROR surer et
14955 22690 & 2019-06-1513:49 NOERROR | & e A e e v
25210 37100 37100 E & 201906-1513:49 SERVFAIL suren
25200 10474 B & 2019061513:49 SERVFAIL P http://www.topdrawers.com/ v
20491 202583 = & 2019-06-1513:49 NOERROR L
13678 29119 = & 2019-06-1513:49 NOERROR surer
1304 741 £3 72N10-NA-15 12:49 SFRVFAII 0

* Reuse probes from earlier measurement



Measuring DNS and DoH
Optimal DNS Latency

WHAT IS GOING ON WITH 1111 IN THE AFRICA?
Is this the same worldwide?

Where are those measurements going?
(traceroute to 1.1.1.1)

Are DNS queries intercepted?
- send whoami.akamai.net Ato 8.8.8.8

- Result should be any of list published at
locations.publicdns.goog. TXT



Measuring DNS and DoH
Optimal DNS Latency

WHAT IS GOING ON WITH 1111 IN THE AFRICA?
Does DNS-over-TLS to 1.1.1.1 give same results

Challenge!

Ntt
Ntt
Ntt

DNS-over-TLS avalilable, but not with web interface

ns://atlas.ripe.net/docs/api/v2/reference/
0s://ripe-atlas-cousteau.readthedocs.io/en/latest/

0s:.//ripe-atlas-tools.readthedocs.io/en/latest/


https://hackathon.internetsummitafrica.org/#measuring-dns-and-doh
https://join.slack.com/t/hackathonais2019/shared_invite/enQtNjY4OTIwMDEyNzQzLTQ2NTZjZjk3MTU0ZDg2ZjExNjM3MWIyZGFlOTNjOTE0ZDI5ODBmNWQ4NjBlM2I3YmQxYjkyYzhiOTllOGY4NWM
https://join.slack.com/t/hackathonais2019/shared_invite/enQtNjY4OTIwMDEyNzQzLTQ2NTZjZjk3MTU0ZDg2ZjExNjM3MWIyZGFlOTNjOTE0ZDI5ODBmNWQ4NjBlM2I3YmQxYjkyYzhiOTllOGY4NWM
https://www.chiark.greenend.org.uk/~sgtatham/putty/

Measuring DNS and DoH

Resolver Jedi

* Adapt IPX-country-jedi for traceroutes
to probe IP address

* https://github.com/emileaben/ixp-country-jedi

* Warning!
Probe resolvers are only mentioned in
measurement results


https://atlas.ripe.net/landing/about/
https://www.ripe.net/support/training/webinars/webinar-recordings/webinar-ripe-atlas
https://www.ripe.net/support/training/webinars/webinar-recordings/webinar-ripe-atlas
https://atlas.ripe.net/docs/

Measuring DNS and DoH
Run your own DoH and/or DoT server

* Try to get a client setup and working

- https://www.bleepingcomputer.com/news/software/mozilla-firefox-expa
nds-dns-over-https-doh-test-to-release-channel/

- https://github.com/bromite/bromite/wiki/Enabling-DNS-over-HTTPS
— https://dnsprivacy.org/wiki/display/DP/DNS+Privacy+Clients

* Test If it Is working:
- https://1.1.1.1/help


https://atlas.ripe.net/measurements/22015773/
https://atlas.ripe.net/measurements/22015800/
https://atlas.ripe.net/measurements/22015801/
https://atlas.ripe.net/measurements/22015822/
https://atlas.ripe.net/measurements/22015846/

Measuring DNS and DoH
Run your own DoH and/or DoT server

e Setup server software on a VM on the NUC

e Resources:

- Current state of software for DoH and DoT
by Carsten Strotmann

- https://doh.defaultroutes.de/implementations.html
— Operational Experience providing DoH Service



https://atlas.ripe.net/measurements/22015773/
https://atlas.ripe.net/measurements/22015800/
https://atlas.ripe.net/measurements/22015801/
https://atlas.ripe.net/measurements/22015822/
https://atlas.ripe.net/measurements/22015846/

Measuring DNS and DoH
DoH with DNS messages in JSON

e Setup server software on a VM on the NUC
« RFC8427


https://developers.google.com/speed/public-dns/faq#locations_of_ip_address_ranges_google_public_dns_uses_to_send_queries

Measuring DNS and DoH

Your ldea



https://atlas.ripe.net/docs/api/v2/reference/
https://ripe-atlas-cousteau.readthedocs.io/en/latest/
https://ripe-atlas-tools.readthedocs.io/en/latest/

Measuring DNS and DoH

* |ntroduction round
- Who are you?
- Where are you from?
- Day job?
- EXxperience?
« Command line? Python? Hobbies?


https://github.com/emileaben/ixp-country-jedi

Happy birthday
Gervin!



https://www.bleepingcomputer.com/news/software/mozilla-firefox-expands-dns-over-https-doh-test-to-release-channel/
https://www.bleepingcomputer.com/news/software/mozilla-firefox-expands-dns-over-https-doh-test-to-release-channel/
https://github.com/bromite/bromite/wiki/Enabling-DNS-over-HTTPS
https://dnsprivacy.org/wiki/display/DP/DNS+Privacy+Clients#DNSPrivacyClients-DOH
https://1.1.1.1/help
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