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Connect by Name



What does it mean
to setup a connection?

● Using modern standards...
● Securely
● Privately

c = connectByName(“dns.quad9.net”, “doh”);



Try in turn...

Step 1: Happy Eyeballs
● Lookup IPv6 of dns.quad9.net
● Lookup IPv4 of dns.quad9.net Simultaneously
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DNSSEC



DANE
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Happy Eyeballs, DNSSEC & DANE
Step 1:
● Lookup IPv6 of dns.quad9.net +dnssec 

● Lookup IPv4 of dns.quad9.net +dnssec

● Lookup _443._tcp.dns.quad9.net TLSA
  +dnssec

Simultaneously

DANE
records?

NX Proof
for DANE

DANE
Authenticate TLS

PKIX
Authenticate TLSABORT TLS

      no

 

yes    
 

yes    
 

    no



DNSSEC Chain TLS Extension

● DANE Embedded in the TLS Handshake:

 _443._tcp.dns.quad9.net. TLSA  

quad9.net. DNSKEY

quad9.net. DS    

net. DNSKEY

net. DS    

. DNSKEY
     

     

     

     

     

TLS
Cert TLS Chain

extension?
Abort DANE Lookup
Use Chain extension

DANE
records?

DANE
Authenticate TLS

PKIX
Authenticate TLS

yes    

yes    

         no

no              



Zero config DNSSEC

System requirement
for DNSSEC:

root KSK

Alternatively, from application fetch:
RFC7958

validate with   
ICANN CA

https://tools.ietf.org/html/rfc7958
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Happy Eyeballs, DNSSEC & DANE
+ fetching/renewing DNSSEC TA
Step 1:
dns.quad9.net AAAA →

dns.quad9.net A    →

_443._tcp.quad9.net TLSA →

25ms

data.iana.org AAAA →

data.iana.org A → 25ms

connect port 80 fetch anchors
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Communicate...

Beware! This is
the happy path.



DNS-over-TLS (DoT)
DNS-over-HTTPS (DoH)

● Do all DNS lookups privately
● Setting up DoT or DoH in itself involves:

– Happy Eyeballs
– DANE Authentication

● With DNSSEC Chain, or
● DANE records acquired over the

as of yet unauthenticated DoT or DoH session



Much, much, more ...
● DNSSEC Roadblock avoidance RFC8027
● DNSSEC with DNS64 / NAT64 RFC7050
● DNS-over-Quick (DoQ)
● Oblivious DNS-over-HTTPS (ODoH)
● Multiple Provisioning Domains RFC7556
● etc.



What does it mean
to setup a connection?

● Using modern standards...
● Securely
● Privately



What is Connect by Name?

Turn this: Into this:


