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http://productforums.google.com/forum/#!category-topic/gmail/share-and-discuss-with-others/3]3r2|gFNTw

link last verified 5 oct 2012 (avatar had changed from the snapshot above)
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www.google.com

Invalid Server Certificate

You attempted to reach www.google.com, but the server presented an invahd certificate

:Back'

w Help me understand

When you connect to a secure website, the sener hosting that site presents your browser with something
This certificate contains identity information, such as the address of the website, which is verified by a thirg
checlkang that the address in the certificate matches the address of the website, it is possible to venfy that
website you intended, and not a third party (such as an attacker on your network)

In this case, the server centiicate or an intermediate CA certificate presented to your browser is invalid. Thi

malformed, contains invalid fields, or is not supported

General | Detads | Certfication Path

Cernfication path

—p Digiiotar Root CA
o DigiNotar Public CA 2025
) ".go0gke.com

Certificate status:

s certificate s OKX

Learn more about certificaton paths

406 PM
8/21/2011
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DﬁglNotfr Certificate Authority breach
Operation Black Tulip”

September 5, 2011 W ro mg ?

Casshcation PUBLIC

Cestomer DigiNotar B.V.,

Sutgect: Investigation DigiNetar Certificate Authority Environmers

Date 5 September 2011

Version 1.0
Author J.R. Pring (CEO Fox-IT)
Dusiness Unt Cybercrime

Pages 13

Fen.IT BV ]
ol o3t Inhis 204 19 99 A
Ol Palmastraat 4. Oeit Fanexilolng sse 90 ‘:.AI"
PO bow 030 2620 A% Delt Emad: fea @tas L com ”
The Netheriangs Web wwm fan-it com

http://www.rijksoverheid.nl/documenten-en-publicaties/rapporten/201 1/09/05/diginotar-

public-report-version-|.html
link verified oct 5,2012
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Hi again! | strike back again, huh?

| told all that | can do it again, | told all in interviews that | still have accesses in Comodo resellers, | told all | have access to most of CAs, you see that words now?

You know, | have access to 4 more so HIGH profile CAs, which | can issue certs from them too which | will, | won't name them, | also had access to StartCom CA, | hacked their server too with
so sophisticated methods, he was lucky by being sitted in front of HSM for signing, | will name just one more which | still have access: GlobalSign, let me use these accesses and CA:s, later I'll talk
about them too..

| won't talk so many detail for now, just | wanted to let the world know that ANYTHING you do will have consequences, ANYTHING your country did in past, you have to pay for it...

| was sure if | issue those certificates for myself from a company, company will be closed and will not be able to issue certs anymore, Comodo was really really lucky!

| thought if | issue certs from Dutch Gov. CA, they'll lose a lot of money:
http://www.nasdaq.com/aspx/dynamic_charting.aspx’selected=VDSI|&timeframe=6m&charttype=line

But | remembered something and | hacked DigiNotar without more thinking in anniversary of that mistake:
http://www.tepav.org.tr/en/kose-yazisi-tepav/s/255|

When Dutch government, exchanged 8000 Muslim for 30 Dutch soldiers and Animal Serbian soldiers killed 8000 Muslims in same day, Dutch government have to pay for it, nothing is changed,
just |6 years has been passed. Dutch government's |3 million dollars which paid for DigiNotar will have to go DIRECTLY into trash, it's what | can do from KMs away! It's enough for
Dutch government for now, to understand that | Muslim soldier worth 10000 Dutch government.

I'll talk technical details of hack later, | don't have time now... How | got access to 6 layer network behind internet servers of DigiNotar, how | found passwords, how | got SYSTEM privilage in fully
patched and up-to-date system, how | bypassed their nCipher NetHSM, their hardware keys, their RSA certificate manager, their 6th layer internal "CERT NETWORK" which have no ANY
connection to internet, how | got full remote desktop connection when there was firewalls that blocked all ports except 80 and 443 and doesn't allow Reverse or direct VNC connections, more
and more and more...

After | explain, you'll understand how sophisticated attack it was, It will be a good hacking course for hackers like Anonymous and Lulzsec :) There was so many 0-day bugs, methods and skill
shows...

Have you ever heard of XUDA programming language which RSA Certificate manager uses it? NO! | heard of it in RSA Certificate Manager and | learned programming in it in same night, it is so
unusual like greater than sign in all programming languages is "<" but in XUDA it is "{"

Anyway... I'll talk about DigiNotar later! For now keep thinking about what Dutch government did in 16 years ago in same day of my hack, I'll talk later and I'll introduce to you MOST
sophisticated hack of the year which will come more, you have to also wait for other CA's certificates to be used by me, then I'll talk about them too.

Interviews will be done via email ichsun [at] ymail.com
By the way, ask DigiNotar about this username/password combination:

Username: PRODUCTION\Administrator (domain administrator of certificate network)
Password: PrOd@dmIn

It's not all about passwords or cracking them,

I) you can't have remote desktop connection in a really closed and protected network by firewalls which doesn't allow Reverse VNC,VNC, remote desktop, etc. by packet detection.
2) you can't even dump hashes of domain if you don't have admin privilege to crack them

3) you can't access 6th layer network which have no ANY connection to internet from internet

Yeah!

Bye for now
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Figure: The request and respome Now of an SSL Rebinding attack
Zusman & Sotirov 2009: http://www.blackhat.com/presentations/bh-usa-09/SOTIROV/BHUSAQ9-Sotirov-AttackExtSSL-PAPER.pdf
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DANE

Using Secure DNS to Associate Certificates with Domain
Names for TLS

4
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2.3. TLSA RR Examples

An example of a hashed (SHA-256) association of a PKIX C
certificate:

443, tcp.www.example.com. IN TLSA (
0 0 1 d2abde240d7cd3eetb4b28c54df034b9
7983aldl6eB8ad410e4561cbl06618e971 )

An example of a hashed (SHA-512) subject public key association of a
PKIX end entity certificate:

443, tcp.www.example.com. IN TLSA
1 1 2 92003ba34942dc74152e2f2c408d29%ec
a5a520e7f2e06bb9%44fd4dca3d6bafélc
1b177615d466f6c4b71c216a50292bd5
8c9ebdd2f74e38fe51ffd48c43326cbc )

An example of a full certificate association of a PKIX trust anchor:

_443. tcp.www.example.com. IN TLSA
2 0 0 30820307308201e£fa003020102020... )
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