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IETF Hackathon - DNS

Hackathon Plan

• <What problem were you working on?>

• <What drafts/RFC’s were involved?> 
• <Specific problems to solve>

• <How you planned to solve it?>
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14 signed up – but most(all) also still working as usual...



IETF Hackathon - DNS

Hacks – DNS Error Reporting

● draft-arends-dns-error-reporting

● Like Extended DNS Errors [RFC8914],
but reporting to authoritative instead of querier
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https://tools.ietf.org/html/draft-arends-dns-error-reporting
https://www.rfc-editor.org/rfc/rfc8914.html
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IETF Hackathon - DNS

Hacks – DNS Error Reporting

● draft-arends-dns-error-reporting

● Like Extended DNS Errors [RFC8914],
but reporting to authoritative instead of querier

● Testing environment & 1 auth implementation ready
https://github.com/NLnetLabs/nsd/tree/features/draft-arends-dns-error-reporting

● Resolver implementations coming soon…
Knot, PowerDNS, Unbound all have EDE branches
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IETF Hackathon - DNS

Hacks – Message Digest for DNS Zones
● draft-ietf-dnsop-dns-zone-digest

● DNSSEC : Integrity and Authenticity for RRsets
● ZONEMD: Integrity and Authenticity for complete zones
● PoC ldns tool existed, but was a bit cumbersome to sign:

→ add ZONEMD RR with tool
→ ldns-signzone
→ run tool again to equip and sign the ZONEMD RR

● Now, do all this at once with new -z option to ldns-signzone
● https://github.com/NLnetLabs/ldns/tree/features/draft-ietf-dnsop-dns-zone-digest
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IETF Hackathon - DNS

Hacks – Catalog Zones
• draft-toorop-dnsop-dns-catalog-zones

$ORIGIN catzone.
@ IN SOA . . 1552507036 86400 14400 86400 0
@ IN NS invalid.
version IN TXT ”2”
<unique-id-1>.zones IN PTR example.com.
<unique-id-2>.zones IN PTR example.net.
<unique-id-3>.zones IN PTR example.org.

secondary

secondarysecondary

primary       

https://tools.ietf.org/html/draft-toorop-dnsop-dns-catalog-zones
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IETF Hackathon - DNS

Hacks – Catalog Zones

• Interoperability testing

• draft-toorop-dnsop-dns-catalog-zones

• Consumes version 2
Catalog Zones since version 3.0.0

 (September 2020)
• Producer in the make

• Proof of Concept hack: PowerCATZ
  (October 2016)

https://tools.ietf.org/html/draft-toorop-dnsop-dns-catalog-zones
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• Interoperability testing

• Ported to NSD 4 in 2019/2020
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IETF Hackathon - DNS

What we learned

• I miss the in-person hackathon & meeting!

– better ad-hoc conversations & social interaction

– dedicated time-slot

• Online hackathon still worth it, because

– implementers focus on new ideas and standards

– still good input for the workgroup

1
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