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Motivation
● DNSSEC protects against

address forgery
● But the address

can be trivially hijacked
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RPKI 101
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Motivation
● DNSSEC protects against

address forgery
● But the address

can be trivially hijacked
● RPKI to the rescue

RPKI
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RPKI 101
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Motivation
● What does this have to do with DNS Resolvers?
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RPKI 101
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RPKI vs DNSSEC

● No integrity
● No  

authentication

● Doesn’t matter 
how you got it

● Integrity
● Origin 

authentication

● Need signing and validation
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Research question
Main:

What is the state of Route Origin Validation (RoV)
on DNS resolvers?

Sub:

● Does the length of the AS path matter?
● How does anycast influence the protection?
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prefix 209.24.1.0/24

max len 24

ASN 15562

Test setup
$ORIGIN rootcanary.net
$TTL 60
@ SOA ns1.surfnet.nl. (

dns-beheer.surfnet.nl.
2020080503 ; serial
10800      ; refresh
3600       ; retry
604800     ; expire
86400      ; minimum
)

NS ns1.surfnet.nl.
NS ns2.surfnet.nl.
NS ns3.surfnet.nl.
NS ns1.zurich.surf.net.

$TTL 25200

valid4 NS valid4
valid4 A 209.24.1.6

invalid4 NS invalid4
invalid4 A 194.32.71.6

$ORIGIN rootcanary.net
$TTL 60
@ SOA ns1.surfnet.nl. (

dns-beheer.surfnet.nl.
2020080503 ; serial
10800      ; refresh
3600       ; retry
604800     ; expire
86400      ; minimum
)

NS ns1.surfnet.nl.
NS ns2.surfnet.nl.
NS ns3.surfnet.nl.
NS ns1.zurich.surf.net.

$TTL 25200

valid4 NS valid4
valid4 A 209.24.1.6

invalid4 NS invalid4
invalid4 A 194.32.71.6

$ORIGIN valid4.rootcanary.net
$TTL 300
@ SOA valid4.rootcanary.net. (

sysadm.rootcanary.org.
2020012100 10800 3600
604800 300 )

NS @
A 209.24.1.6

$TTL 1
invalid DNAME invalid4.rootcanary.net.

$ORIGIN valid4.rootcanary.net
$TTL 300
@ SOA valid4.rootcanary.net. (

sysadm.rootcanary.org.
2020012100 10800 3600
604800 300 )

NS @
A 209.24.1.6

$TTL 1
invalid DNAME invalid4.rootcanary.net.

$ORIGIN invalid4.rootcanary.net
$TTL 300
@ SOA invalid4.rootcanary.net. (

sysadm.rootcanary.org.
2020012100 10800 3600
604800 300 )

NS @
A 194.32.71.6

* A 145.97.20.20

$ORIGIN invalid4.rootcanary.net
$TTL 300
@ SOA invalid4.rootcanary.net. (

sysadm.rootcanary.org.
2020012100 10800 3600
604800 300 )

NS @
A 194.32.71.6

* A 145.97.20.20

prefix 194.32.71.0/24

max len 24

ASN 0

ROA
 

ROA
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Test setup
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Test setup
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Test setup
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Test setup

● Atlas measurement
kindly provided by Emile Aben

● Beacon for the authoritatives
kindly provided by Job Snijders
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Results
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Results
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Results
Relationship RPKI protection and AS path length
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Results
Cloudflare resolver prefix time series
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Current situation / IPv6

53
       DNSThought
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DNSThought
https://dnsthought.nlnetlabs.nl/does_rov4/#top_auth_asns

https://dnsthought.nlnetlabs.nl/does_rov4/#top_auth_asns
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Test setup
$ORIGIN rootcanary.net
$TTL 60
@ SOA ns1.surfnet.nl. (

dns-beheer.surfnet.nl.
2020080503 ; serial
10800      ; refresh
3600       ; retry
604800     ; expire
86400      ; minimum
)

NS ns1.surfnet.nl.
NS ns2.surfnet.nl.
NS ns3.surfnet.nl.
NS ns1.zurich.surf.net.

$TTL 25200

valid6 NS valid6
valid6 AAAA 2001:728:1808:5::6

invalid6 NS invalid6
invalid6 AAAA 2001:7fb:fd04::6

$ORIGIN rootcanary.net
$TTL 60
@ SOA ns1.surfnet.nl. (

dns-beheer.surfnet.nl.
2020080503 ; serial
10800      ; refresh
3600       ; retry
604800     ; expire
86400      ; minimum
)

NS ns1.surfnet.nl.
NS ns2.surfnet.nl.
NS ns3.surfnet.nl.
NS ns1.zurich.surf.net.

$TTL 25200

valid6 NS valid6
valid6 AAAA 2001:728:1808:5::6

invalid6 NS invalid6
invalid6 AAAA 2001:7fb:fd04::6

$ORIGIN valid6.rootcanary.net
$TTL 300
@ SOA valid6.rootcanary.net. (

sysadm.rootcanary.org.
2020012100 10800 3600
604800 300 )

NS @
A 2001:728:1808:5::6

$TTL 1
invalid DNAME invalid6.rootcanary.net.

$ORIGIN valid6.rootcanary.net
$TTL 300
@ SOA valid6.rootcanary.net. (

sysadm.rootcanary.org.
2020012100 10800 3600
604800 300 )

NS @
A 2001:728:1808:5::6

$TTL 1
invalid DNAME invalid6.rootcanary.net.

$ORIGIN invalid6.rootcanary.net
$TTL 300
@ SOA invalid6.rootcanary.net. (

sysadm.rootcanary.org.
2020012100 10800 3600
604800 300 )

NS @
A 2001:7fb:fd04::6

* A 2001:610:188:408::20

$ORIGIN invalid6.rootcanary.net
$TTL 300
@ SOA invalid6.rootcanary.net. (

sysadm.rootcanary.org.
2020012100 10800 3600
604800 300 )

NS @
A 2001:7fb:fd04::6

* A 2001:610:188:408::20

prefix 2001:7fb:fd04::/48

max len 48

ASN 196615

prefix 2001:728:1808::/48

max len 64

ASN 15562
ROA

 

ROA
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Test setup
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DNSThought
https://dnsthought.nlnetlabs.nl/does_rov6/#top_auth_asns
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1.1.1.1 IPv4 RoV – PoPs
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1.1.1.1 IPv4 RoV – Countries
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1.1.1.1 IPv6 RoV – PoPs
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1.1.1.1 IPv6 RoV – Countries
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Future improvements
● We looked at authoritatives only

– measurement network with more vantage points!

● Beacons all over the world

● dnsthought results for (probe, resolver, IP @ auth)
● dnsthought measurements for not answering auth

to inventory IP @ auth for (probe, resolver)



 

● Research performed by:
– Erik Dekker <Erik.Dekker@os3.nl>
– Marius Brouwer <mbrouwer@os3.nl>

● From
–

● At
–

● On
– January 2020

● Report:
– https://delaat.net/rp/2019-2020/p04/report.pdf

● DNSThought:
– https://dnsthought.nlnetlabs.nl/

?
Questions?
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