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Motivation

* DNSSEC protects against
address forgery

* But the address
can be trivially hijacked
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Motivation

* DNSSEC protects against
address forgery

* But the address
can be trivially hijacked

e RPKI to the rescue
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Motivation
 \What does this have to do with DNS Resolvers?
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What Happened? The Amazon Route 53 BGP Hijack to Take Over Ethereum Cryptocurrency Wallets | Internet Society - Chromium
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53 BGP Hijack to Take Over Ethereum )
Cryptocurrency Wallets

By Aftab Siddiqui

v

N Senior Manager, Internet Technology - Asia-Pacific
1.0.0.0/ ithoritative
A Yesterday, we published a blog post sharing the news and some initial details about 7
Amazon’s DNS route hijack event to steal Ethereum cryptocurrency from
myetherwallet.com. In this post, we'll explore more details about the incident from the )ﬂ

BGP hijack’s perspective. 9
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Research question

Main:

What Is the state of Route Origin Validation (RoV)
on DNS resolvers?

Sub:
* Does the length of the AS path matter?
* How does anycast influence the protection?
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Test setup

SORIGIN rootcanary.net SORIGIN valid4.rootcanary.net

STTL 60 STTL 300

G} SOA nsil.surfnet.nl. ( @ SOA valid4.rootcanary.net. (
dns-beheer.surfnet.nl. sysadm.rootcanary.org.
2020080503 ; serial 2020012100 10800 3600
10800 ; refresh 604800 300 )
3600 ; retry NS @
604800 ; expire A 209.24.1.6
86400 ; minimum STTL 1
) invalid DNAME invalid4.rootcanary.net.

NS nsl.surfnet.nl. Z;;7

NS ns2.surfnet.nl.
NS ns3.surfnet.nl.

NS nsil.zurich.surf.net. $ORIGIN invalid4.rootcanary.net 194 .32 .71.0/24
STTL 300 B
STTL 25200 @ SOA 1invalid4.rootcanary.net. ( 24

. . sysadm.rootcanary.org.
valida NS valid4 2020012100 10800 3600 0
valid4 A 209.24.1.6 604800 300 )
NS
invalid4 NS 1invalid4 A ?94,32,71,5
invalid4 A 194.32.71.6 * A 145.97.20.20
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Test setup

Measurement #23865475 - RIPE Atlas — RIPE Network Coordination Centre - Chromium

& Measurement #2386547° X

< C' @ atlas.ripe.net/measurements/23865475/ * O B M0 @ H

RIPE NCC
@ ( RIPENCC ,
: RIPE NETWORK COORDINATION CENTRE Search IP Address or ASN Q |

RIPE Atlas °

' You are here: Home > Analyse > Internet Measurements > RIPE Atlas > Measurements > Measurement #23865475 T
Settings & Status Latest Results Map Latencymon Downloads
recurring IPv4 DNS "RPKI Resolver msm IPv4" id 23865475 v
No Target (Uses Resolvers configured on Probe) v
IN A $r-$t-$p.invalid.valid4.rootcanary.net. v
ONGOING from 2020-01-22T716:09:45Z every 3600s v
All connected IPv4 Probes Requested / 13868 Actually Participating v
@ Public v
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You are here: Home > Analyse > Internet Measurements > RIPE Atlas > Measurements > Measurement #23865475

Settings & Status Latest Results Map Latencymon Downloads

Overview recurring IPv4 DNS "RPKI Resolver msm IPv4" id 23865475 v

Target No Target (Uses Resolvers configured on Probe)

DNS Specific Settings IN A $r-$t-$p.invalid.valid4.rootcanary.net.

Status & Timing ONGOING from 2020-01-22T16:09:45Z every 3600s

Probes All connected IPv4 Probes Requested / 13868 Actually Participating v

Tags & Projects

Ownership & Costs Public v
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SORIGIN valid4.rootcanary.net

TESt setu p invalid DNAME invalid4.rootcanary.net. ’[_]
| E—
| E—

09.24.1.6

,:\
| —
Sr-St-Sp.invalid.valid4 A | E—
N
- & RIPE NCC ] —
CNAME Sr-$t-Sp.invalidd | e e

$r-$t-$p.invalida A 145.97.20.20 | | Sr-$t.gp tyags —

. alidg » el -

resolver 94 A 145 972050 |

[ . O

SORIGIN invalid4.rootcanary.net
* A 145.97.20.20

— aut
194.32.71.6
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SORIGIN valid4.rootcanary.net
invalid DNAME invalid4.rootcanary.net.

Test setup

$r-$t-$p.invalid.valid4 A

—>

£ RIPE NCC
- <

CNAME $r-$t-$p.invalid4
$r-$t-$p.invalid4 A 145.97.20.20

SORIGIN invalid4.rootcanary.net
* A 145.97.20.20

— aut
194.32.71.6
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Test setup

e Atlas measurement
kindly provided by Emile Aben

e Beacon for the authoritatives
kindly provided by Job Snijders
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Results

Ime series
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Queries

Results

Top ten most popular ASes Top ten most protected ASes
5000 RPKI Status 4000 RPKI Status
Protected Protected
Unprotected Unprotected
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Results
Sub RQ: Does the length of the AS path matter?
Relationship RPKI protection and AS path length

1.00
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Results

Sub RQ: How does anycast influence protection?

19

-€0—¢0—-020¢

-¢0—¢0—-020¢

Unprotected
Protected

RPKI Status
= Total

-10—¢0—-0c0¢

-1€-10-0c02

-0€—10—0202

-6¢—10—020¢

-8¢—-10—020¢

-LZ¢—10-020¢

-9¢-10-0202

-G¢—10—-020¢

Cloudflare resolver prefix time series
Date

-¥¢—10—0202

-€¢—10—0c0¢

o o
9_ Qu
.1

sexijald 8le|pnojn

160°
40



Current situation / IPvé

‘ i




DNSThought

https://dnsthought.ninetlabs.nl/does_rov4/#top auth_asns

3000 -

2500 -

Probefresolver pairs
(] = kJ
=] L o
=) = =]
= = o
i i L

Remaining
Google Inc.
Init Seven AG
Hurricane Electric, Inc.

Societe Francaise du Radiotelephone S.A
Versatel Deutschland GmbH

XS4ALL Internet BY

VeriSign Infrastructure &amp; Operations
Free SAS
CloudFlare, Inc.

500
0
Py " Sy Py " oy Doy
n"'ﬁ o c;"‘ﬁ n"’p p“’ﬁ N ® m“"u
> ff’p o A N O >
° O3 A P o o 2
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Test setup

SORIGIN rootcanary.net

STTL 60

@ SOA nsil.surfnet.nl. (
dns-beheer.surfnet.nl.
2020080503 ; serial

10800 ; refresh
3600 ; retry
604800 ; expire
86400 ; minimum
)

NS nsil.surfnet.nl.
NS ns2.surfnet.nl.
NS ns3.surfnet.nl.
NS nsil.zurich.surf.net.

STTL 25200
validé6 NS valide
validé6 AAAA 2001:728:1808:5::6

invalidé NS

invalide
invalidé AAAA 2001:7fb:fd0e4::6
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STTL 300
@

STTL 1
invalid

SORIGIN validé6.rootcanary.net

SOA validé6.rootcanary.net.
sysadm.rootcanary.org
2020012100 10800 3600
604800 300 )

NS @

A 2001:728:1808:5::6

DNAME invalid6.rootcanary.net.

2001:728:1808::/48

STTL 300
@

SORIGIN invalid6.rootcanary.net

SOA 1invalid6.rootcanary.net
sysadm.rootcanary.org.
2020012100 10800 3600
604800 300 )

NS @

A 2001:7fb:fdo4::6

A 2001:610:188:408::20

2001:7fb:fd04::/48

48

196615




Home > Analyse > Internet Measurements > RIPE Atlas > Measurements > Measurement #23865476

Settings & Status Latest Results Map Latencymon Downloads

Overview

Target

DNS Specific Settings

Status & Timing

Probes

Tags & Projects

Ownership & Costs

recurring IPvé DNS "RPKI Resolver msm IPv6" id 23865476

No Target (Uses Resolvers configured on Probe)

IN AAAA $r-$t-$p.invalid.valid6.rootcanary.net.

ONGOING from 2020-01-22T16:09:45Z every 3600s

All connected IPv6 Probes Requested / 6928 Actually Participating

Public




Probe/resolver pairs

DNSThought

https://dnsthought.ninetlabs.nl/does_rov6/#top auth_asns

Remaining
BTnet UK Regional network

Vodafone Libertel B.V.

XS4ALL Internet BV

Liberty Global Operations B.V.

Orange S.A.

VeriSign Infrastructure &amp; Operations
Google Inc.
Free SAS
CloudFlare, Inc.
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Probe/resolver pairs

DNSThought

0 do rov4 (56.5%) I Pv4

1000 -

800 4

—— probes that do rov4
e do rovd

Probe/resolver pairs

P do rové (26.1%)

ASI13335
Cloudflare

IPvé

1000 -

800 -

600 -

400 -

200 -

—— probes that do rovée
I do rove




Probe/resclver pairs

DNSThought AS12322
Free SAS

N do rovd (83.0%) I Pv4 N do rove (83.0%) I PV6

| — probes that do rov4 —— probes that do rove
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z
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g
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g
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* Research performed by:
- Enk Dekker <Erik.Dekker@os3.nl>
— Marius Brouwer <mbrouwer@os3.nl>

. From
_ UNIVERSITY

OF AMSTERDAM

O NLNETLABS

- January 2020

* Report:
- https://delaat.net/rp/2019-2020/p04/report.pdf

* DNSThought:
- https://dnsthought.ninetlabs.nl/

Questions?


mailto:Erik.Dekker@os3.nl
mailto:mbrouwer@os3.nl
https://delaat.net/rp/2019-2020/p04/report.pdf
https://dnsthought.nlnetlabs.nl/

	Dia 1
	Dia 2
	Dia 3
	Dia 4
	Dia 5
	Dia 6
	Dia 7
	Dia 8
	Dia 9
	Dia 10
	Dia 11
	Dia 12
	Dia 13
	Dia 14
	Dia 15
	Dia 16
	Dia 17
	Dia 18
	Dia 19
	Dia 20
	Dia 21
	Dia 22
	Dia 23
	Dia 24
	Dia 25
	Dia 26
	Dia 27

