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TP Weaknesses




NTP Weaknesses
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A. Malhotra, I. Cohen, E. Brakke, S. Goldberg. In the
proceedings of The Network & Distributed System
d Security Symposium (NDSS), CA, 2016.

A. Malhotra, S. Goldberg. ACM SIGCOMM, Computer
Communication Review, 2016.

e AL Malhotra, M.V. Gundy, M. Varia, H. Kennedy, J.
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http://www.cs.bu.edu/~goldbe/papers/NTPattack.pdf
https://eprint.iacr.org/2016/055.pdf
https://eprint.iacr.org/2016/1006.pdf

How does DNS
depend on time?

@ TTL (TIME TO LIVE) = TIME SPAN

willem@makaak: ~ ]

TTON:
@, flais:; udp: 4096
ION:

IN

et. 192.87.1068.15
surfrnet.nl. 145.100.196.243
| .
553 Query time: msec
;5 SERVER: 185. 9.140.100#53(185.49.140.100)
HaL h: Thu De 14 11:59:10 CET 2017
= d: 71

v NLnet
8- impact of NTP security weaknesses on DNS(SEC) 622 Labs
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. How do software implementations
deal with time spans?
KNOT Uneund

\YF RESOLVER
Visc ey

BIND PowerDNS:se

struct RRset_t ({

uint8_t dname; B
uintlé_t rrtype; J est B
uintlé_t rrclass; = efo,-e
struct timeval expiry; ;7'¥.f7~- End'
void *rdatal[]; sl L.5 -

}; LT

if (gettimeofday (&rrset->expiry, NULL)) - -
perror ("Could not get time of day"); ~ o~

else g
rrset->expiry.tv_sec += ttl;

NLnet
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- How do software implementations
deal with time spans?

TIME SPAN TRANSLATED TO TIME STAMP
FROM SYSTEM TIME <—=UPDATED BY NTP

struct RRset_t ({

uint8_t dname; B
uintlé_t rrtype; €s¢ B
uintlé_t rrclass; eﬁbne
struct timeval expiry; W End
void : : -
}s
o ®
if PSet-—>expiry, NULY .. o *
aalns ould not get time oNET ~

. :
else - -

rrset->expiry.tv_sec += ttl;

NLnet
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Why is this bad?

TIME SPAN TRANSLATED TO TIME STAMP
FROM SYSTEM TIME <—=UPDATED BY NTP

* NTP vulnerabilities [I, 2, 3] can be leveraged
for off-path attacks on DNS cache:

— Cache-expiration attack (Time shifted forward)

— Cache-sticking attack (Time shifted backwards)

NLnet
Willem Toorop (NLnet Labs) The impact of NTP secur ity weaknesses on DNS(SEC) 9/22 LabS
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Recommendation

* Not a protocol problem @
* Deal with implementations ONLY'!

struct RRset_t ({ e N\
uint8_t dname; o Unspecified starting point
uintlé_t rrtype;

e Monotonically increasin
uintlé_t rrclass; e not subi ttyhﬂP d'gt ¢
struct timespec expiry; not subject to adjustments

void *rdatal[]; /\- or by adjustments from adjtime )

};

if (clock_gettimd(CLOCK_. MONOTONIC _RAW

&rrset—->expiry))
day") ;
else

rrset—>expiry.tv_sec += ttl;

draft-aanchal-time-implementation-guidance

NLnet
Willem Toorop (NLnet Labs) The impact of NTP security weaknesses on DNS(SEC) 10722 Labs


https://tools.ietf.org/html/draft-aanchal-time-implementation-guidance

Recommendation

* Notanratacal nrahlam (9¢
. Terminology \

***| A CLOCK IS AFUNCTION THAT MAPS )
TIME TO A CLOCK TIME VALUE

tments

djtime
& USE RAW CLOCK TIME STAMP
if
INSTEAD OF REAL CLOCK TIME STAMP
else\ /
draft-aanchal-time-implementation-guidance
NLnet

Willem Toorop (NLnet Labs) The impact of NTP security weaknesses on DNS(SEC) 1722 Labs


https://tools.ietf.org/html/draft-aanchal-time-implementation-guidance
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- How does DNSSEC depend on time?

F o

willem@makaak: ~

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags: do; udp: 4096
33 QUESTION SECTION:

;surfnet.nl. IN A

55 ANSWER SECTION:

surfnet.nl. 781 IN A 145.100.1906.243

surfnet.nl. 781 IN A 192.87.1088.15

surfnet.nl. 781 IN RPTIL A o =090 [
20171227234559 20171213113957 36919 surfnet.nl.
PojoraniIls i YSWA et IoycJ9j070A/YIYEmYLY
M rakvQ4tlqlsgBrds/Q3Vb4bEmhsX155eKgIAhRMWTESC
0zy30JrVERWzT m/US51lv4+MfvkOiQfo/1dRfUYsac23ey
M1i90A0Z627 7 2n309aHgH91x3g+5HR5ML4L /DNOE= )

P bt Tty Yl ot \ ‘ 891‘3

EXPIRATION & INCEPTION § 35 e Eny

AS WALL CLOCK | |
TIME STAMPS

Willem Toorop (NLnet Labs) The impact of NTP security weaknesses on DNS(SEC) TP
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. How do software implementations
deal with wall clock time stamps?
KNOT Uneund

\YF RESOLVER
Visc ey

BIND PowerDNS:se

struct timeval now;

if (gettimeofday (&now, NULL))
perror ("Could not get time of day");

else if (now < rrset->rrsig.inception)
verify_ error ("Not yet wvalid");

else if (now > rrset->rrsig.expiration)

verify error ("Not wvalid anymore");

NLnet
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Recommendation

* Fundamental problem with the protocol @
* Have to use real clock time (i.e. system time)

The only solution
* Fix Network Time Protocols @

NLnet
Willem Toorop (NLnet Labs) The impact of NTP security weaknesses on DNS(SEC) 15722 LabS


https://tools.ietf.org/html/draft-aanchal-time-implementation-guidance

Recommendation

* Fundamental problem with the protocol @
* Have to use real clock time (i.e. system time)

The only solution
* Fix Network Time Protocols @

Impact?
* Denial of Service attacks
* Disable DNSSEC by shifting before |5 July 2010

NLnet
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Measure the attack surface
RIPE ATLAS

* Which resolvers run NTP?
Target probe’s |
resolvers (DHCP?)

Narth

ocean

NLnet
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Measure the attack surface
RIPE ATLAS

* Which resolvers run NTP?

Willem

¢ Create a New Mea: X

C | & veilig | https;//atlas.ripe.net y*

definitions: Invalid target

Create a New Measurement

Step 1| Definitions

v NTP measurement to 192.168.178.1 b4
Target: Description:
192.168.178.1 MNTP measurement to 192.168.178.

- i I ey A S —

ILnet
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Measure the attack surface
RIPE ATLAS

* Which resolvers run NTP?
Target probe’s .
resolvers (DHCP?) = -

* Target resolvers

h Woardh
! oo s ot Jarth @ !
e ol v Atlantic QB B mah, , i a
o B < Jcean Fr A o . Tt aymin]
. . L] “"ﬁ e ® n o i E';m o el
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""@_, 2 = oy = @
WI U I C S Chercanks e
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3 - L o
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willem@makaak: ~ |

willem@makaak:~S dig o-o.myaddr.l.google.com. TXT +short
"62.216.31.267"

willem@makaak:~$ dig whoami.akamai.net A +short
194.169.133.206

willem@makaak:~$ I

Wille



Measure the attack surface
RIPE ATLAS

Measurements don from 21 till 27 October 2017
# resolvers
Total +- 18500 on 10320

probes
With public IP resolvers 8244 on 4594
probes
Answering NTP time queries 2021 (24.5%)
Answering NTP control queries 75
from public internet
Answering NTP control queries 26
from NLNOG RING node from same ASN
Total answering NTP control queries 101 (1.23%)

NLnet
Willem Toorop (NLnet Labs) The impact of NTP security weaknesses on DNS(SEC) 20/22 LabS



Measure the attack surface
Open Resolvers

From August 2017 list of the Open Resolver Project
# resolvers

Total 16.5M
Targeted 6.5M
Still answering DNS queries (Nov 2017) 2.3M
Answered REFUSED (authoritatives) |.7M
Open resolvers 600K

Answering NTP queries 3.7% 24.5% on

ATLAS

Answering NTP control queries 0.93% 1.23% on

ATLAS

NLnet
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De impact of NTP security
weaknesses on DNS(SECQC)

* Sophisticated attacks possible

e Script-kiddie attacks less so
(DOS of DNSSEC resolvers)

e Attack surface around |% of resolvers

* Software takes a common approach towards
(wall/real) clock time stamps and time spans

* Not just RRset TTLs (also network timeouts etc.)

NLnet
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