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OpenDNSSEC
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DNSSEC
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&) DNSSEC
PKI on top of DNS

To protect against Cache Poisoning

(._ f.-::!, Kaminsky Attack boosts
.“-f’“: 2 DNSSEC Deployment
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M Signed (90)

B DS in root (84)

B ISC DLV (3)
LUnsigned (222)

@jpmens
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DNSSEC

| - -Mobile~

(comcast
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&) DNSSEC

New opportunities for innovation of
trust on the network

- DANE
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&) DNSSEC

Maintaining DNSSEC !'= Maintaining DNS

- Sighature renewal
- Key rollover
- Bigger impact on error
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DNSSEC

AT
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Thanks Carsten Strotmann (Men and Mice)
for this analogy
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&) What?

OpenDNSSEC is a complete DNSSEC
zone signer that automates the process
of keeping track of DNSSEC keys

and the signing of zones.
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Who?

.Se kiri
rominet L)
sibN) " Ry
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&) Why?
The available DNSSEC tools were lacking

- Key management
- Policy handling
- Hardware acceleration

Easy to deploy, increase number of users

BCP based on previous experiences
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&) OpenDNSSEC

Open Source BSD Licensed
Simplifies signing zones
Reduce work load of DNS administrator

FIts In existing infrastructure
Bump in the wire Key Storage

Hardware acceleration PKCS#11
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Unsigned
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Architecture
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&) Architecture

Unsigned
zone

Signer " KASP

Engine Enforcer

T

E ______ KASP Ky and_Eigning
> Auditor Policy
%ar@for zone signing:

-| Security Module

— - Key algorithm, strength
Signed - Key rollover frequency
zone - NSEC/NSEC3
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S
Unsigned
zone

memmmmem e eeeee--o-| - Sacurity Module

Architecture

Engine

| KASP

Enforcer

KASP
Auditor

| Signer

Key and Signing
Policy

Signed
Zone

GUUG FFG2012

\

- Implements policy

- Key maintenance
- Creates keys
- Key rollover
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S
Unsigned
zone

Architecture

-| Security Module
4 ~Key Storage N
o m‘gp - Hardware acceleration
Engine o Entorcer - PKCS#11
- SoftHSM
T B
KASP Key and Signing
Auditor Policy
e

Signed
Zone
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-/Auto (re)sign \

- Incremental
- Reuse
Signatures

- Jitter expiration

- Maintains
NSEC(3)

&Updates SOA

March 2, 2012

Unsigned
zone

Architecture

mmmmemmmmm e eee—ee-——-| - Sacurity Module
Engine Enforcer
KASP Ky and_Eigning
Auditor Policy
IR
Signed
Zone
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- Verifies
OpenDNSSEC
Behavior

- Ruby
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Unsigned
zone

Architecture

Security Module
Signer " KASP
Engine Enforcer
KASP Key and_Eigning
Auditor Policy
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&)

-

~

Input and Output Adapters

Input Adapter:

- Zone file

- Zone fetcher

\

/

March 2, 2012

GUUG FFG2012

6utput Adapteﬁ

- Zone file +
DNS server

o /




‘t-& Bump in the wire

Hidden
Primary
Master

(unsigned) OpenDSSEC —a
I k I \ Secondary

g Servers
—a —a \(DNSSEC)

—a
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t-» Status

/Feb 2011: B
Feb 2010: -1.2 |
-1.0 - New Signer, Mar 2012:
- C + Python drop Python - 1.4 alpha

7

\/

Jul 2009: \sii%&;;2010:\\ Jul 2011:

- 1.0 alpha -1.1 | -13
- First bugfix - Signing
_release performance
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ﬁi Meep, Meep!

« SCA6000 HSM
» “Up to 13,000 RSA operations per second”

» OpenDNSSEC 1.2.X Performance

« ~2100 RRSIG / second
» OpenDNSSEC 1.3.X Performance

e 13552 RRSIG / second
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& ) 1.4 (Q2 2012)

AXFR + IXFR Input/Output Adapters
- Deprecates Zone fetcher and DNS Server

Remove KASP Auditor

PIN Daemon
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W 2.0 (Q4 2012)

New KASP Enforcer

- Various types of Rollover

- Algorithm Rollover

- Single Type Signing Scheme

- Easy to make policy changes

- Performance update for #zones

Support for unsigned zones
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&)

Dynamic Update
Database Adapters

GOST, ECDSA

GUI
Offline Keys
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&) Push the Button

MEN&MICE %
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&

- N
OpenDNSSEC

Secure64 Signer
DNSSEC ZKT

DNSSEC
Zone Signing
&

unsigned
Zone

Key Management

Men & Mice

4. DNS Management
3 Team

Zone
changes

GUI
Man agement

Men & Mice
Central

DINS Server
Controller

DNS Server




/= 5 == 5 _ = = =5 = = == B = =5 5 =5 5 5= =5 == 5 7 5= 1 B e

Zone Mame: |dnssec.zone. cor
tazter zerver; | <default: on dhzzec.mmtest.net. | I\/I e n & I\/I I Ce
Slave zervers: | [ central mmtest.net. £defaulty
[ dcl.mmtest.net. < default:
[ unisl.mmtest. net. avoid
[ unisl.mmtest. net. external
urix].mmtest net. Internal
[ uni=2 mmtest. net. avoid
[ uni=2 mmtest. net. external
unike. mmtest. net. Internal
Zone Mame Avuthority Type DMSSEC | DMSSEC Pobcy Last Signed Date | Mext Expiy Date
;l localhost dnizsac. mmbest, net, M astes
21 Iocalhost localdomain dnigsec, mmbest.net, M astes
driggec, mmbest, net, M aster - Secwe def ault 201 2-02-22 15 14:57 200240217 01:55:54
;,L tezt com, drigec, mmbest, net, Mazter - Secwe e highifrequsticy 20120223 1311:18 2002402410 1208, 20
21 Qin-addr.anpa dnszec. mmbest,net, M astes

;‘L 100127 in-add aepa drizsec, mmtest, net M aztel
'_"'!, 100000000000 driggec, mmtest, net M aztel

ATEeplication ... I

_ G2012
Aezist me... | | Create I Cancel




Surfnet

- Push-the-button signing:

G NS cratasvoor e [ owssec gl ©VSSEC s ngeschakeidvor dezs zone

Zone
w 1 -
i - Aanvraag voor inschakeling loopt " Wilt u deze zone verhuizen? Geefde
DESSEG Is %&:SDNS extensie ::a ﬂua —} De aanvraag om DNSSEC in te schakelen ‘—>' andere DNS operator de publieke DNS-
afkomst van i kv el wordt behandeld door SURFnet. U key van deze zone. Bekijk het DNSKEY-

Daamee is de zone beter beschermd
tegen bedrelgingen zoals DNS Cache
Poisoning.

OI'INEI!'IGIG-BH E-I'l‘lall wanneer DNSEEC e El:lflj VOOor dEZE' Fona
voor deze zone Is ingeschakeld.

DNSSEC ultschakelen

- Unsigned to signed in 15 minutes
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&)

o Nttp://www.opendnssec.org

. SOftHSM 'b

o http://www.softhsm.org
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